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If your network uses a firewall, proxy server, web filter, or other

security appliance, use the recommendations below to allow @ R
EverPass streaming traffic.
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For a complete list of whitelisting requirements, see our Help et %
Center article, Whitelisting Your EverPass Device. everpass

Step’ s
Access Your Firewall or Security Platform

Open the management interface for your router,
firewall, or other security appliance and sign
in using an account with administrative privileges.

Step 2
Locate Firewall or URL Filtering Settings
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Filtering Rules

Navigate to the area where firewall, security,
or URL filtering rules are managed.
Depending on your networking equipment,
this may be labeled:

e Firewall Rules

e Security Policies

e Access Control

o URL Filtering

e Web Filtering

¢ Application Control
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Step 3
Configure Allow Rules

Depending on your networking equipment, you may need to configure URL,
domain, and/or port allow rules to support EverPass streaming.

Allow Required URLs
Create or modify an allow rule for the required EverPass URL or domain.

If your networking equipment supports domain or FQDN allow lists, add the
required domain directly to your allow list.

Example Allow Rule: Setting Example Value

*Example only. Use the required
EverPass URL or domain when
configuring your allow rule.

Action Allow
Destination Domain Widevine-dash.ezdrm.com*
Protocol HTTPS

Port 443

Allow Required Ports

If your networking equipment requires separate port rules, allow outbound HTTPS
traffic on port 443.
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Step 4

Check Rule Order

If your firewall evaluates rules in order, ensure 2 Other Applications
the allow rule is processed before any rule that
would block EverPass streaming traffic.
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Step 5
Verify Connectivity

After applying your changes, confirm the following:

¢ Connections to the required EverPass URL or domain are successful.
¢ Firewall logs do not show blocked traffic for the required URL or domain.
¢ EverPass Devices can successfully access streaming services.
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